
Complete real time virus and spyware protection 

 

This short guide instructs you on how to remove the Windows PC Defender virus. 

 

1. Before attempting to delete anything you need to shut down all the programs that are using the 
files you want to delete. To do this open up the TaskManager and shut down these processes: 

• WP345d.exe 

• eb.exe 
• fix.exe 

• ppal.exe 
 

2. Know you need to locate some DLL files and delete thos: 

• sqlite3.dll 
• mozcrt19.dll 

• ddv.dll 

• cid.dll 
• tempdoc.dll 

 
3. This is where it gets tricky. You have to locate and delete some Windows Registry entries: 

• HKEY_CLASSES_ROOT\CLSID\{3F2BBC05-40DF-11D2-9455-00104BC936FF} 

• HKEY_CLASSES_ROOT\WP345d.DocHostUIHandler 
• HKEY_USERS\.DEFAULT\Software\Microsoft\Internet Explorer\SearchScopes "URL" => 

"http://search-gala.com/?&uid=201&q={searchTerms}" 
• HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer "PRS" = 

"http://127.0.0.1:27777/?inj=%ORIGINAL%" 

• HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings 
"UID" = "201" 

• HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet 
Settings\5.0\User Agent\Post Platform "89770891803" 

• HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run "Windows PC 
Defender" 
 

4. Finally you can delete all related files to the virus: 

• c:\Documents and Settings\All Users\Application Data\345d567 
• c:\Documents and Settings\All Users\Application Data\345d567\8424.mof 

• c:\Documents and Settings\All Users\Application Data\345d567\mozcrt19.dll 
• c:\Documents and Settings\All Users\Application Data\345d567\sqlite3.dll 

• c:\Documents and Settings\All Users\Application Data\345d567\WP345d.exe 
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• c:\Documents and Settings\All Users\Application Data\345d567\WPCD.ico 

• c:\Documents and Settings\All Users\Application Data\345d567\WPCDSys 
• c:\Documents and Settings\All Users\Application Data\345d567\WPCDSys\vd952342.bd 

• c:\Documents and Settings\All Users\Application Data\WPCDSys 
• c:\Documents and Settings\All Users\Application Data\WPCDSys\wpcd.cfg 

• %UserProfile%\Application Data\Microsoft\Internet Explorer\Quick Launch\Windows 
PC Defender.lnk 

• %UserProfile%\Application Data\Windows PC Defender 

• %UserProfile%\Application Data\Windows PC Defender\cookies.sqlite 
• %UserProfile%\Application Data\Windows PC Defender\Instructions.ini 

• %UserProfile%\Desktop\Windows PC Defender.lnk 
• %UserProfile%\Recent\cid.dll 

• %UserProfile%\Recent\CLSV.tmp 
• %UserProfile%\Recent\ddv.dll 

• %UserProfile%\Recent\eb.exe 

• %UserProfile%\Recent\eb.sys 
• %UserProfile%\Recent\energy.sys 

• %UserProfile%\Recent\exec.tmp 
• %UserProfile%\Recent\fix.exe 

• %UserProfile%\Recent\FS.drv 
• %UserProfile%\Recent\kernel32.drv 

• %UserProfile%\Recent\PE.drv 
• %UserProfile%\Recent\PE.tmp 

• %UserProfile%\Recent\ppal.exe 

• %UserProfile%\Recent\runddlkey.drv 
• %UserProfile%\Recent\tempdoc.dll 

• %UserProfile%\Start Menu\Windows PC Defender.lnk 
• %UserProfile%\Start Menu\Programs\Windows PC Defender.lnk 

• c:\Program Files\Mozilla Firefox\searchplugins\search.xml 
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